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Decision/action requested

Based on the observation made in this document, request to endorse the proposal in this document and consider approving corresponding CR
2
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3
Rationale

Based on current discovery procedure, e.g. Figure 6.1.3.2.2.1-1 in TS 33.501 as shown below, the DDNMF of the remote UE discovers DDNMF(s) of the potential U2N relays based on HPLMNs of the potential U2N relays mapping to the RSC, then sends Relay Discovery Key Request to the DDNMF of each HPLMN of the potential U2N relays to get security parameters as in the steps 7-9. The potential U2N relays may belong to multiple HPLMNs, so the steps 7-9 are repeated to get different security parameters from different DDNMFs of different HPLMNs. 

However, in step 10 of the Figure, the security parameters and cipher algorithm are associated with a RSC. If there're more than one potential U2N relays supporting the RSC, the security parameters and cipher algorithms of the U2N relays cannot be distinguished. Or in other words, same security parameters and algorithms have to be shared by all U2N relays for the same RSC . As security parameters and cipher algorithms are used to protect discovery message exchanged via PC5 link, it is not secure to share them between all potential U2N relays supporting same RSC. 
Especially when the potential U2N relays belong to different HPLMNs, the security parameters from different DDNMFs of different PLMNs are different as described in the first paragraph, then the DDNMF of the remote UE cannot decide which set of security parameters should be associated with the RSC and send to the remote UE in step 10.
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The security discovery procedure cannot work for U2N relay case if a RSC is supported by more than one potential U2N relays, especially when the U2N relays are belong to different HPLMNs. 

4
Conclusion and Proposal
Observation   As there's only one set of security parameters per RSC is included in relay discovery key response to remote UE, the current 5G ProSe security discovery procedure cannot work for U2N relay case if a RSC is supported by more than one potential U2N relays, especially when the U2N relays are belong to different HPLMNs. 

Proposal  Distinguish security parameters of a RSC for each PLMN of U2N relay(s) in relay discovery key response. See S3-233614. 
Endorsement: Request SA3 to endorse above observation and proposal, and agree CR S3-233614.

